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1.Refer to the exhibits.

Log - Provisioning

Endpoint Policy

Provisioningy Log - Provisioning

Endpoint Policy
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Which shows the configuration of endpoint policies.

Policy Componants

T Endpaint Count Priority TS Enablad
On-Fabric @ &=} 1 a
On-Fabric @ (=) a
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Based on the configuration, what will happen when someone logs in with the user account student on an

endpoint in the training AD domain?

A. FortiClient EMS will assign the Sales policy
B. FortiClient EMS will assign the Training policy
C. FortiClient EMS will assign the Default policy

D. FortiClient EMS will assign the Training policy for on-fabric endpoints and the Sales policy for the off-

fabric endpoint
Answer: C

2.Refer to the exhibit.
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Zero Trust Tagging Rule Set 1
Name Sales Department Compliance

Tag Endpoint As @ Sales Department Compliance e
Enabled «

Comments

Type Value
Yulnerable Devices Seventy Level Medium or higher

Running Process Calcuaitor exe

m

Based on the settings shown in the exhibit, which two actions must the administrator take to make the
endpoint compliant? (Choose two.)

A. Enable the webfilter profile

B. Integrate FortiSandbox for infected file analysis

C. Patch applications that have vulnerability rated as high or above

D. Run Calculator application on the endpoint

Answer: CD

3.An administrator has a requirement to add user authentication to the ZTNA access for remote or off-

fabric users.

Which FortiGate feature is required m addition to ZTNA?

A. FortiGate FSSO

B. FortiGate certificates
C. FortiGate explicit proxy
D. FortiGate endpoint control

Answer: C

4.What action does FortiClient anti-exploit detection take when it detects exploits?
A. Terminates the compromised application process

B. Blocks memory allocation to the compromised application process

C. Patches the compromised application process

D. Deletes the compromised application process

Answer: A

5.Refer to the exhibit.
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Name TS Assigned Groups T Profile T Policy Components Y Priority T3+ Enabled
Sales All Group raining ¢ = On-Fabric @ 1
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Which shows multiple endpoint policies on FortiClient EMS.

Which policy is applied to the endpoint in the AD group training AD?

A. The Sales policy

B. The Training policy

C. Both the Sales and Training policies because their priority is higher than the Default policy
D. The Default policy because it has the highest priority

Answer: B
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