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1. Topic 1, Main Questions
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Questions HOL LAB Modules and Pages for practice

1

http://docs.hol.vmware.com/hol-isim/HOL-2019/hol-1903-01-nsxinstall-p1.htm

HOL-1903-01 Page 16 or you can directly Open a NSX manager in the lab and edit the existing settings
bOpen PSC and NSX manager in HOL-1903-01 and look for NTP Server

loand cation

cExport existing vDS config and Import back the config for practice in

HOL-1903-01

dNo Lab Module available

2

http://docs.hol.vmware.com/hol-isim/HOL-2019/hol-1903-01-nsxinstall-p2.htm

and LAB - HOL 1903-01 Page 26-36

3LAB - HOL 1903-01 Module 2 - Page 37-38

4LAB - HOL 1903-01 Module 4 — Practice and understand whole module Bridging and other questions 7,
8, 9 and LAB - HOL-1925-02 Module 1

5LAB - HOL 1903-01 Module 4 - shows how to deploy NSX Edge, you can also deploy Distributed logical
router DLR in the same way the lab.

6LAB - HOL 1903-01 Module 3 — Practice and understand the whole module, it will be use full for other
question like 20 and 22

7LAB - HOL 1903-01 Module 4 — Practice and understand whole module Bridging and other questions 7,
8,9

8LAB - HOL 1903-01 Module 4 — Practice and understand whole module Bridging and other questions 7,
8,9

9LAB - HOL 1903-01 Module 4 — Practice and understand whole module Bridging and other questions 7,
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8,9

10LAB - HOL-1903-02 Module 1 and 2

11LAB - HOL-1903-02 Module 1 and 2

12LAB - HOL-1903-02 directly follow the steps in this document for practice

13LAB - HOL 1903-01 - open an NSX manager in LAB and directly follow the steps in this document.
14LAB - HOL 1903-01 - open postman in the lab and directly follow the steps in this document.
15LAB - HOL 1903-01 - directly follow the steps in this document for practice.

16LAB - HOL 1903-01 - directly follow the steps in this document for practice.

17LAB - HOL-1925-02 Module 1

18LAB - HOL-1925-02 Module 1

19 LAB - HOL-1925-02 - directly follow the steps in this document for practice.

20LAB - HOL 1903-01 Module 3 — Practice and understand the whole module.

21No Lab Module available

22LAB - HOL 1903-01 Module 3 — Practice and understand the whole module.

23LAB - HOL 1903-01 - open postman in the lab and directly follow the steps in this document.

(Exam Topic 1)

Two administrators (John and Chris) share admin responsibilities for an NSX deployment that is
leveraging Centralized CLI as part of their management. Security requirements prohibit use of shared
admin accounts in Site A.

Requirements:
NSX Manager: nsxmgr-O1a.crop.local
New administrator accounts: “John” and "Chris”
Default password: VMware1!
Create accounts for John and Chris.
Use one of the newly created accounts to display all clusters enabled for the distributed firewall.
Use Putty’s “Copy All to Clipboard” feature to paste the command and output to a text file
dfw-NEW.txt on the ControlCenter desktop.

NOTE:

Screenshot is shown on how to use Putty’s Copy all to Clipboard feature.
HOL LAB for Practice:

See the explanation part for complete solution.

Answer:

SOLUTION:

13:(1) select vcecenter - a. select datacenter A and click right mouse button select administrator. select
user and groups click on + sign. select user tab enter user name john password VMware1!. click ok . do
same for chris.

(2) select datacenter A. select manage tab. select permission. click + Sign. select Read Only from Assign
Role. select All Privileges click on Add. select John and chris.checked Propagate to childern and click on
OK.

3/ 41



The safer , easier way to help you pass any IT exams.

(3) go NsX Manager. select Nsx Manage-a. select manage select user from tab. click + sign. select
identity user. check specify vcenter user. enter user name john@vsphere.local click next. select role Nsx
Administrator. click finish. do same for chris. but use chris@vsphere.local and assign role of NsX
administrator click finish.

6 of 336

Enable

VMware1!

Conft

User john password plaintext VMware1!

User chris password plaintext VMWare1!

Exit
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P 157052 14045 - PuTTY

o 19218811005 « PuTTY.
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nswmor-0lz. corp. locals show dfw cluster all
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1 ] do=ain-c% patacenLer Site A Enatiled
do=ain-c7 patzcenter Site a4 cnabled
Tuster  domain-cil DatzCenter Ste A Enabled

2. (Exam Topic 1)

Management has approved an expansion of the virtual infrastructure. You have been tasked to prepare
Cross vCenter configuration with the second vCenter Server. Another administrator has provided a
pre-configured vDS configuration file located on the Control Center Server. All identifiers must be
maintained.

Requirements:

vCenterB server: vcsa-01b.corp.local

Credentials: administrator@vsphere.local / VMware1!

vCenterB VAMI Credentials: root / VMware1!

Cluster: Computer Cluster 1B

ESXI Hosts: esx-01b.corp.local, esx-02.corp.local

Platform service controller: psc-01a.corp.local(192.168.110.9)

NSX Manager: nsmgr-O1b.corp.local (192.168.210.15)

Credentials: admin / VMware1!

Time Zone: US/Pacific

*Configure nsmgr-01b.corp.local for vCenterB and psc-01a.corp.local
*Ensure nsxmgr-01b.corp.local uses the same NTP server as psc-01a.corp.local with a US/Pacific
TimeZone.

*Import the new vDS configuration vds-site-b-Compute-New.zip
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All identifiers must be maintained.
*Assign the remaining two used vmnics for the ESXi hosts to the newly imported vDS.

NOTE:

Do not migrate VMkernels from the standard switches on the hosts.

HOL LAB for Practice:

a http://docs.hol.vmware.com/hol-isim/HOL-2019/hol-1903-01-nsxinstall-p1.htm
HOL-1903-01 Page 16 or you can directly Open a NSX manager in

the lab and edit the existing settings

bOpen PSC and NSX manager in HOL-1903-01 and look for NTP Server
loand cation

cExport existing vDS config and Import back the config for practice in
HOL-1903-01

dNo Lab Module available

See the explanation part for complete solution.

Answer:

SOLUTION:

Step 1: Login to PSC using VAMI credentials and note down the time zone and server details and use the
same in SiteB NSX Manager time settings.

Step 2: Update the time settings, complete lookup service configuration, associate SiteB NSX manager to
SiteB vCenter. Check the status from SiteA vCenter Webclient -> Networking & Security -> Installation ->
Management.

Step 3: Import the Distributed switch to Cluster B, add the hosts & assign the interfaces.

Login to https://psc-01a.corp.local:5480/ to check the NTP server details and note it down. Use the VAMI
credentials given to login. Need to click on Edit to see the server details in here as it is not showing up in
the main page (In exam, it is showing in the main page itself).
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3. (Exam Topic 1)
The security team has requested that administrator@corp.local have the ability to fully manage NSX
Manager (192.168.210.15) for Site B.

Requirements:

vCenter: vcsa-01b.corp.local

Credentials: administrator@vsphere.local / VMware1!

Ensure administrator@corp.local has the ability to fully manage NSX Manager in SiteB.

NOTE:

You may have to log out of the web client and back in for 192.168.210.15 to show in web client.
HOL LAB for Practice:

See the explanation part for complete solution.

Answer:

SOLUTION:
NSX Manager in SiteB
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is configured if not configured it will the details.

lookup service ip = Nsx Manager - a IP Address

Lookup service port = 7444

Lookup service= https://192.168.110.15:7444/lookupservice/sdk

SSO administrator = administrator@vsphere.local

password = VMware1!

click on ok. click on yes.

NOTE: it will show u connected. if not connected. logout and login again

4. (Exam Topic 1)
Create a backup of only the vDS portgroup the NSX controllers utilize along with the NSX Firewall
configuration. Also, the security team had identified a missing security policy that needs to be added.

Requirements:
vCenter: vcsa-01a.corp.local
Credentials: administrator@vsphere.local / VMware1!

Components to backup:
vDS Portgroup that the controllers utilize.
NSX Firewall configuration.
Backup file name: vdsPortGroup-backup-NEW.zip, nsxfw-backup-NEW.xml
Backup file location: Desktop of the ControlCenter.

Security Policy:

File to import: sec-policy-blueprint located on the desktop of the ControlCenter.
Backup only the vDS portgroup that the NSX Controllers utilize.
Backup the NSX Firewall configuration.
Import the sec-policy.blueprint file

Ensure requirements are met.

HOL LAB for Practice:

See the explanation part for complete solution.

Answer:

SOLUTION:

select Network & Security. select service composer. select 192.168.110.15.
select security policy tab. click on + sign enter name sec-policy-blueprint.

click next 3 times. click finish. select sec-policy-blueprint. click right mouse
button select export configuration. enter name sec-policy-blueprint. click next
select sec-policy-blueprint. click next. click finish. select desktop location.
enter name sec-policy-blueprint. click save. select sec-policy-web and delete it.
Verify NSX Controllers’ vDS Portgroup

Vds-mgmt-a_Management network (under site A vcenter networking)
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g Dowmilvads
 RecentPlaces E Corrpuler Mabaoit
| Sysmemn Falder Spsteen Folder

& Lbranss
[ crocuments
o Maisie
B Piclures
B vigeos

(B Corpuler -
File name: [mmnm
Sane a5 type: i

|
I[
l \,_E.f =de Foldes

Current frevall ceafigusalion has been coparled successtlly
Gk on Downioas 1o sawe tha confgurabion ta disk.

| Dewnioast: | [ Gancat l.
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vmware' vsphere Web Client =

 LiservcsComposer
e S e e e e e
Secunty Grouas Eupllrij.iPﬂlfc:l[H] Camas

<4 Hama
Hetworkng & Security
b s Homa

NExManager | 19716811045 | =]

S GG = @
- : Rk Lr-hllh,- Dasaiplion
igh Instanation i | Impart Confiquration |

m Logical Swiktnas
e NEK Soges

B Firewall

= SpaniGuan

& Senica Dafln.-.ao-ns

| & 0at secunty
= Tools
Iﬁ Flow Manifoing
[75 Actraty Manitoring
oE Tml_:eflﬁw
= Hetworking & Security Inventary
HH NSX Managers >

1 Sehed conligurson B Selecteonfiguraton file

Selecife Serdee Camposer cenfiguration bo b2 Imporad
2 Reaty o compate

Yelest Configurszan:

Suflic

Allthe imposted obSct NEMESs W B8 SUTMKed with 08 2ing

Mext || Tiaish || Cancel |
- e
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=

= [blueprintHemeravigaeties

Qrgenize + Mew [older

B

2 Recent Places

TR 204KE

T Esvarites
. NSXI4ALCLIDE
I Deskiap @)/ rreom
8 Downlozds 02 e

Pastman
i Shestout
|# 209 KE

sy
{ Telnet and Riagin <5z

& Lo 1en Tathamn
[ Dacuments T, ReadMe
o pusic Test Document Tl
i 700 bt 1E3KR :
B Pictures o i 3
B it - !‘yslng le:un':nle' wdianG g -aackup-Hea
el Doctsrient Compressed (znped) Foldsr
=R - 8
I Commpater

& | hooser cennguration to b= Imporzd
Local Disk {25 |

Carnpressed imipped) Foider
b
o Syttern Herenad

i il i- il -b-Compiste-HEW

i File nasme: sec-aolicybhaeprint - h: Droise.,

AN the imported abjact names Will 0 auMked ikith fils amng

se || wet [{ s | cancer ||
x o

1 Sehed configumtion ke Select configurtion file

Seleztme Sendce Camaoser toafgusation b b2 imaarsd
& Ready® complaie

Selest Configurszan:

Sullin:

Al the imponied ab/2Ct NEMES Wil De SuMead with mis simng
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| v 1 select conniguration file

I8 2 Ready®o comples

Hame: SEC-POICY
Descripzan:

Hutit Mo

Sacunty Folities:
Hams spies i Gaartintmmpect . Firemall fter  Hsbenk besama
ZT Becisily Posicy | 13 n ] a

| Mext

Secunty Brouns | Secardy Palicies | Canvas

NSxManager | 18z 168 110,15 |~ |

Networking & Security
FH NSXHoma
) D hinard B 4| =t pg | @eoons-
| igh Instaration
T Logical Swixnes
15 NSK Eoges
Y Firewall
| 7% SpoofBiars
| & Servcs Definzons
B Servica Composer
€ Data Sscunty
* Tools

3% Flea Maniioring

Dwciiplion Sy Slalus

5. (Exam Topic 1)
Routing through TS-Edge-01 is not working. The service provider (SP) has confirmed their configuration
is correct.

Requirements:

vCenter: vcsaO1a.corp.local

Credential: administrator@vsphere.local / VMware1!
Edge: TS-Edge-01

Credential: admin / VMware1!VMware1!

Problem Edge: TS-Edge01

Local IP Address: 192.168.100.202

SP provided configuration:

Area ID: 10

Type: Normal
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Authentication: None

Ensure the OSPF session is established.

Ensure all learned OSPF routes appear.

Copy OSPF routing table information and output to file on ControlCenter Desktop named
TS-Edge-01_OSPF.txt

NOTE:

Do not use static route or configure Default Gateway on any Edge.
HOL LAB for Practice:

See the explanation part for complete solution.

Answer:

SOLUTION:

(1) select Home. select Network & Security. select NsX Edge. select Nsx Manager-a.
select TS-EDGE-01. select manage tab and select settings.

select interface. check ip address and mask of the vnic.

vmware* vSphere Web Client f= Upaated at1013PM L) | Administral
| Navigator & hsxedges
dikine ] ® | sxvanaser (15216911045 Rolo: Frimary 1)

Networking & Securlty * | x O % & [ | Gactons- £ Dinstaling | € 0 Faileg Q Fi
£ NsxHome 1s 1aiame e e Stis T
| £R) Dasnboard sdpe-1 T3 Parimater-Galeway-01 NSX Edge 624 Depleved Datault
(| i instaaton edge-2 T Penimeter-Galeway-02 NS Edge B24 Deployed Default

1 | edge3 T Appdi-DLR Logieal Router .24 Deployed Default
il - edge-4 % T8-Edge-01 NEH Edge B24 Depioyed: Default
| 7 Firowall | adpe5 T TS-Dev-Ops-DLR Logical Router 624 Deployed Datault
‘l P8 SpoofGuard edge-b T TE-Comm-Edge-01 WSX Edge 624 Daployed Dofault
‘| & Senice Definitons | cdges £ TE-CommiDLR-D1 Lagical Router 624 Deployed Default
L] sentce Composer edpe-3 T DevEdge 8K Edge 524 Deployed Default
| @ Data Security I edge-10 T Dev-DLR-NEVE Lagical Router 624 Depioyed Default
- Tools | edue-Bd31faTa-anse-4850-3671, | T U-DLR-NEW Universal Distibuted Router B24 Deployed Detault
[ Fiow Monitoring
[5 Actiuty Monitoring
83 Tracefow
~ Networking & Security Inventory
e

vmware® vSphere Web Client f= Updated at 10:43PM €0 | ad

Havipatar T TSEdge0!  Actons ~
4 Networking & Security ol Summary  Moritor | Manage
| T TSEdge 01 |

| [semings | Firewail | DRCF | NAT M Load Balancer | VPN | SSLVPN-Pius | Grouping Otjects

w“ Roufing Configusmtion : Reset
Global Configaration =
ECMP: @ Disabled [ f@ Enanis
Static Roulos
| 0SPF Default Gateway : { Ean Delete
BGP
VHIC: uplink
1 Routes Redistribution
[ | Gataway IP 1921681001
MU 1500

Admin Distance: 1

i Deseaiption
| Dynamic Rouing Configuration : | | Edit
| Router i
OSEF @ Disabled
BGF @ Disablea

Legging @ Disabled

Log Laval
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Summary Moritor | Manage |

Router 1D » [ AddcusomiD | - m.@' 100,202
& Enabte Lagging
Log Level Info |=

[senas [ Firewa | HCP | NaT [IRBUEAG) Loas Balancer | VPN | S5 VEN-Pius | Grouping Oojects |

Static Routes
OSPF

Route Redistribution

Routng Configuration ;

ECMP: (@ Disabled

Default Gateway :

VHIC wplink
Gatewsy P - 182.168.100.1
L 1500

Admin Distance: 1
Description .

Dynamic Routng Configuration :
RouteriD:  192.168100.202
O8PF @ Disabled
BOP - @ Disablea

Longing - + Enabled

Loglevel: I

nfo.

[ Enable Gracetul Restarn

(EnabiosDisabios the ¢apabily bo perfomn
Non-Stop Forwarding of packets during
rEslER OFOSPF procesy

[C] Enable Default Criginate

(Enspicsiisanios ihe capaniiy to soveiise
& defguft rouis ot nesghbors)

=Y
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Summary  Menitor | Manage |

[ setings [ Firewail [ DHce [ naT [RBGIRG] Load Balancer | VEN [ SSLVRN-Plus | Grouping Obsects |

W Chang ot i &
Global Configuration |||' Pubtsn Cnanges |[ ReveriGnanges | ’g 3 2
gm - T L= ML ol . — = =

o ot
BE# Status ; « Enabled
Route Redistribition

Graceful Restart:  w Enabled
Dafautt Originate : @ Disabled
Area Defnitions :

& /S x
Araald Trpe

Area o Intertace Mapping :

wHIC Area 1B Heltolr 1§ 53

secands)

ﬁ’m -E_:-:-%gﬁ_:-:-% -E_:-:-%f_:-:-% .E_:-:-:{

B 3

- Agihantication

PRt

i 7
[ (e ]

Cost
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Summary Montor | Manage |
['setings | Firewail [ DHcP | NAT [IRBURG] Loas Baiancer | VPN | SSLVPN-Pius | Grouging Ovicts |

“ NEras i e ATl Bt BiE Bl i o kPl
Giobal Confguration e

Static Roules

Roule Redistribudion

il OSPF Configuration :

Global Configuration :
| Stalus v Enableg

Static Rotes
BGP DefauttOriginate . @ Disabled
Area Definitions ©
& /S x 1 Fifter "‘J

fuea b Trpe:  Anthentiaation

i Arwa i Helta Intarval (sacands)  Bead Intaral trecands) Priusity Cent
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Area a[.JQ;, = -
[ tgnore Interface MTU satting

~ Adrancad’
| (seconds)

| (aecongs)

Summary  Wonitor | Manage |

[ setmngs | Firewall [ oHee [ naT [IRBUIG)| Loss Baiancer [vPN | SSLvPN-Pus [ Grouping Onjecs |

-
Glohal Configpuration %
Static Routes :
o oo i) oo )
i Status « Enabled
Rowte Redistribiion :
GracefulRestat: o Enabled
Diefaull Originate: (3 Disabied
Area Definitions <
* 7/ x (Q Fites -
Almall Tree Authentization
51 NSS4 Hone i
3 iems
Area to Interiace Mapping :
+ (@ =
i Area | Halla Istg rval (sacarn ds) Baad interval fraconds) Priarty Cost
uplink 10 10 46 128 1
1 iems

open putty. enter ip address 192.168.100.202.

enter command show ip route ospf. copy the ouput and save in a text file name
TS-Edge-01.ixt.
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| P 192.168.100.2 - PuTTY. R— :

Copy and save OSPF route table in notepad.

£ 192.188.100.2 - PUTTY [

SX-edge-3-0 =how ip rouce o=pf

Code=: O - OIPF derived, 1 - I3-I3 derived,. B - BGP deriwved,

C - connecced;, 3 - acatic; Ll - IS-IF lewvel-1, L2 = IS-I3 lewvel-2,

IL - O3PF incer area, E1 - OSPF external ctype 1, EZ - OSPF sxcernal cype 2,
Bl - OSPF M33A excecnal cype 1, N2 - O3PF N334 excernal cype 2

o E2 172.16.0.0/15 f11e/81 vis 1892.168.100.6 :
> E2  19:2.168.5.0/28 [110/0] vie 192.168.100.6
2. E2 152.168.6.8720 f1aove] wim 152.168.100.6

Noi-edge=4-0 |
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@ 1031681002 - PuTTY o || =

| Untitled - Notepsd
File | Edit For
NEx-gdge-4 -

e
route ospf

Codes: 0 - oSPF derived, i - 15-15 derived, B8 - 8GP derived,

< - connected, S - static, L1 - Is-Is lewel-1, L2 - IS-IS lewel-2,

Ih - OSPF inter area, El - OSPF external Ttype 1, E? - OSPF aexternal type 2,
ML - OSPF n55A external type 1, N2 - O5PF H35A external type 2

O E2 172.16.0.0/16 11070 via 192.168,100.9
0 EZ2 192.168.5.0/24 11070 wia 192.168.100.6
© E2 192.168.6.4/30 lo/0 wia 192.168.100.6
N

sx-adge-4-0>
|

3| Untitled - Notepsd
File  Edit': Format Ve

I\-_/”\_J' |. Desktop »

Organize = Mew folder =

Teeis =
. - g
W

- i
T Favorites S ibraries | admin . L Computer

B Desktop System Fo ?b Sy'sterr . LT ctem Folde
8 Downlosd:

2 Recent Places I‘Jemrl.

JyHe

4 Libranes Readhie

— =| Documents

o Music
= Pictures
B video:

M Camputer
& Local Disk (C)
i Systern Reserved

File name: | T5-Edge-01 OSPH

Save st type: | Text Documents (%)

= Hide Folders Encading: |ANS = [ s || coance
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